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2 Innehall



KAPITEL 1

Introduktion

Detta dokument upplyser anvindarna av Debian-distributionen om storre forandringar i version 13 (kodnamn trixie).

Dokumentet kommer att forklara hur man pé ett sékert sitt uppgraderar fran utgavan 12 (kodnamn bookworm) till den
aktuella utgdvan och informerar om kénda potentiella problem som kan uppsté i den processen.

Du kan fa tag pa senaste versionen av detta dokument pé https://www.debian.org/releases/trixie/releasenotes.

Varning

Observera att det dr omdjligt att lista alla kdnda problem och dirfor har ett urval gjorts baserat pd en kombination
av den allménna forekomsten och problemets inverkan.

Observera att vi endast ger stod for och dokumenterar uppgraderingen fran den tidigare utgavan av Debian (i det hir
fallet, uppgradering frén bookworm). Om du behdver uppgradera fran &dldre utgévor foreslar vi att du ldser tidigare
versioner av kommentarerna for utgdvan och uppgraderar till bookworm forst.

1.1 Rapportera fel i det har dokumentet

Vi har forsokt att testa alla steg i uppgraderingen som beskrivs i det hir dokumentet. Vi har ocksa forsokt forutse alla
mojliga problem som kan intriffa for vara anvindare.

Hur som helst, om du tror att du hittat ett fel (information som inte dr ritt eller information som saknas) i detta do-
kument, vénligen ldmna en felrapport i felrapporteringssystemet mot paketet release-notes. Du bor forst kontrollera
de existerande felrapporterna for att sdkerstilla att felet inte redan har hittats och blivit rapporterat. Kan du bidra med
ytterligare information for dokumentet i en felrapport dr du vilkommen att gora sé.

We appreciate, and encourage, reports providing patches to the document’s sources. You will find more information
describing how to obtain the sources of this document in Sources for this document.
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1.2 Bidra med uppgraderingsrapporter

Vi vilkomnar all information fran anvidndare som relaterar till uppgraderingar frdn bookworm till trixie. Om du vill ge
oss information kan du skicka in den genom en felrapport via felrapporteringssystemet mot paketet upgrade-reports
med dina erfarenheter. Vi 6nskar att du komprimerar eventuella bilagor som inkluderats (med gzip).

Inkludera foljande information nér du skickar in din uppgraderingsrapport:

* Statusen for paketdatabasen fore och efter uppgraderingen: dpkgs statusdatabas finns tillgdanglig i /var/1ib/
dpkg/status och apts statusinformation for paket finns i /var/lib/apt/extended_states. Du bor ha gjort
en sikerhetskopia fore uppgraderingen, vilket beskrivs pa Sédkerhetskopiera all data och konfigurationsinforma-
tion, men du kan ocksa hitta sikerhetskopior av /var/1ib/dpkg/status i /var/backups.

* Dina apt-loggar, tillgéingligai /var/log/apt/term. logeller dina aptitude-loggar, tillgingligai /var/log/
aptitude.

Observera

Du bér ta dig tid att granska och ta bort eventuellt kinslig och/eller konfidentiell information fran loggfilerna innan
de inkluderas i en felrapport eftersom informationen kommer att publiceras i en publik databas.

1.3 Kallor for det har dokumentet

The source of this document is in reStructuredText format, using the sphinx converter. The HTML version is generated
using sphinx-build -b html. The PDF version is generated using sphinx-build -b latex. Sources for the Release Notes
are available in the Git repository of the Debian Documentation Project. You can use the web interface to access its
files individually through the web and see their changes. For more information on how to access Git please consult the
Debian Documentation Project VCS information pages.
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KAPITEL 2

Vad ar nytt i Debian 13

The Wiki has more information about this topic.

2.1 Arkitekturer med stod

Foljande arkitekturer stods officiellt av Debian 13:
* 64-bit PC (amd64)
e 64-bit ARM (arm64)
* ARM EABI (armel)
¢ ARMv7 (EABI hard-float ABI, armhf)
¢ 64-bit little-endian PowerPC (ppc64el)
¢ 64-bit little-endian RISC-V (riscv64)
* IBM System z (s390x)

Additionally, on 64-bit PC systems, a partial 32-bit userland (1386) is available. Please see Reduced support for i386
for details.

See Last release for armel for limitations on support for the ARM EABI (armel) architecture.

Du kan ldsa mer om porteringsstatus och porteringsspecifik information for din arkitektur pad Debians webbsidor for
porteringar.

2.2 Vad ar nytt i distributionen?

2.2.1 Official support for riscv64

This release for the first time officially supports the riscv64 architecture, allowing users to run Debian on 64-bit RISC-V
hardware and benefit from all Debian 13 features.

The Wiki provides more details about riscv64 support in Debian.
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2.2.2 Hardening against ROP and COP/JOP attacks on arm64

trixie introduces security features on the arm64 architecture designed to mitigate Return-Oriented Programming (ROP)
exploits and Call/Jump-Oriented Programming (COP/JOP) attacks.

These features are based on Pointer Authentication (PAC) for ROP protection and Branch Target Identification (BTT)
for COP/JOP protection, and are enabled automatically if your hardware supports them.

See the Wiki, and the Arm documentation, which have information on how to check if your processor supports PAC/BTI
and how they work.

2.2.3 HTTP Boot Support

The Debian Installer and Debian Live Images can now be booted using "HTTP Boot” on supported UEFI and U-Boot
firmware.

On systems using TianoCore firmware, enter the Device Manager menu, then choose Network Device List, select the
network interface, HTTP Boot Configuration, and specify the full URL to the Debian ISO to boot.

For other firmware implementations, please see the documentation for your system’s hardware and/or the firmware
documentation.

2.2.4 Improved manual pages translations

The manpages-110n project has contributed many improved and new translations for manual pages. Especially Roma-
nian and Polish translations are greatly enhanced since bookworm.

2.2.5 Spell-checking support in Qt WebEngine web browsers

Web browsers based on Qt WebEngine, notably Privacy Browser and Falkon, now support spell-checking using
hunspell data. The data is available in the BDIC binary dictionary format shipping in each Hunspell language
package for the first time in Trixie.

More information is available in the related bug report.

2.2.6 64-bit time_t ABI transition

All architectures other than 1386 now use a 64-bit time_t ABI, supporting dates beyond 2038.

On 32-bit architectures (armel and armhf) the ABI of many libraries changed without changing the library ”soname”.
On these architectures, third-party software and packages will need to be recompiled/rebuilt, and checked for possibly
silent data loss.

The 1386 architecture did not participate in this transition, since its primary function is to support legacy software.

More details can be found on the Debian wiki.

2.2.7 Debian progress towards reproducible builds

Debian contributors have made significant progress toward ensuring package builds produce byte-for-byte reproducible
results. You can check the status for packages installed on your system using the new package debian-repro-status, or
visit reproduce.debian.net for Debian’s overall statistics for trixie and later.

You can contribute to these efforts by joining #debian-reproducible on IRC to discuss fixes, or verify the statistics
by installing the new rebuilderd package and setting up your own instance.
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2.2.8 wcurl and HTTP/3 support in curl

Both the curl CLI and libcurl now have support for HTTP/3.

HTTP/3 requests can be made with the flags --http3 or --http3-only.

The curl package now ships wcurl, a wget alternative that uses curl to perform downloads.

Downloading files is as simple as wcurl URL.

2.2.9 BDIC Binary Hunspell Dictionary Support

Trixie ships .bdic binary dictionaries compiled from Hunspell source for the first time in Debian. The .bdic format was
developed by Google for use in Chromium. It can be used by Qt WebEngine, which is derived from Chromium’s source.
Web browsers based on Qt WebEngine can take advantage of the provided .bdic dictionaries if they have appropriate
upstream support. More information is available in the related bug report.

2.2.10 Skrivbordsmiljéer och kdnda paket

This new release of Debian comes with a lot more software than its predecessor bookworm; the distribution includes
over 14116 new packages, for a total of over 69830 packages. Most of the software in the distribution has been updated:
over 44326 software packages (this is 63% of all packages in bookworm). Also, a significant number of packages (over
8844, 12% of the packages in bookworm) have for various reasons been removed from the distribution. You will not
see any updates for these packages and they will be marked as “obsolete” in package management front-ends; see
Foraldrade paket.

Debian again ships with several desktop applications and environments. Among others it now includes the desktop
environments GNOME 48, KDE Plasma 6.3, LXDE 13, LXQt 2.1.0, and Xfce 4.20.

Produktivitetsapplikationerna har ocksé uppgraderats och detta omfattar kontorssvierna:
 LibreOffice is upgraded to version 25;
* GNUcash is upgraded to 5.10;

Den hér utgdvan inkluderar dven, bland annat, f6ljande programvaruuppdateringar:

Paket Version i 12 (bookworm) Version i 13 (trixie)
Apache 2.4.62 2.4.65

Bash 5.2.15 5.2.37

BIND DNS Server 9.18 9.20

Cryptsetup 2.6 2.7

curl/libcurl 7.88.1 8.14.1

Emacs 28.2 30.1

Exim (default email server) 4.96 4.98

GCC, the GNU Compiler Collection (default compiler) 12.2 14.2

GIMP 2.10.34 3.04

GnuPG 2.2.40 24.7

Inkscape 1.2.2 1.4

the GNU C library 2.36 241

Linux kernel 6.1 series 6.12 series
LLVM/Clang verktygskedja 13.0.1, 14.0 (standard) och 15.0.6 19 (default), 17 and 18 available
MariaDB 10.11 11.8

Nginx 1.22 1.26

OpenJDK 17 21

OpenLDAP 2.5.13 2.6.10

OpenSSH 9.2pl 10.0p1

continues on next page

2.2. Vad ar nytt i distributionen? 7


https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1020387

Release-Notes for Debian 13 (trixie)

Table 1 — fortséttning fran féregaende sida

Paket Version i 12 (bookworm) Version i 13 (trixie)
OpenSSL 3.0 3.5
Perl 5.36 5.40
PHP 8.2 8.4
Postfix 3.7 3.10
PostgreSQL 15 17
Python 3 3.11 3.13
Qt5 5.15.8 5.15.15
Qt6 6.4.2 6.8.2
Rustc 1.63 1.85
Samba 4.17 4.22
Systemd 252 257
Vim 9.0 9.1

2.2.11 Plasma 6

Debian 13 will be the first release of Debian shipping Plasma 6. This is a major upgrade from Plasma 5 found in Debian
12 and is built on an entirely new stack based on Qt 6 and KDE Framework 6 libraries.

Debian 13 (trixie) ships:
* Qt6.8.2 (up from 6.4.2)
¢ KDE Frameworks 6.13 (new)
* Plasma 6.3.6 (replaces Plasma 5.27.5)
* KDE Gear applications:
— KDE PIM suite in version 24.12.3
— Other Gear applications in version 25.04.3 (except Neochat, KDevelop, Partition Manager)

The details of all packages added and removed in the stack between Debian 12 and 13 can be found in the Trixie Release
Plans wiki page of the Qt / KDE Team.

In place upgrades of user profiles are generally supported but some occasional issues have been reported. Issues that
could not be fixed in the distribution are being tracked in the Plasma 6 Upgrade Quirks wiki page alongside their
workarounds.

For compatibilty with existing applications, Debian 13 also ships:
* Qt5.15.15 (up from 5.15.8)
e KDE Frameworks 5.116 (up from 5.103)

Krita and a few other applications still depend on KDE Frameworks 5 but KF5 are not developed anymore and are
considered deprecated upstream. They will be removed during the forky development cycle.
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KAPITEL 3

Installationssystem

Debianinstalleraren dr det officiella installationssystemet for Debian. Det tillhandahéller en méngd installationsmetoder.
Vilka metoder som fungerar pa ditt system beror pa systemets arkitektur.

Avbildningar av installeraren for trixie kan hittas tillsammans med installationsguiden pd Debians webbplats (https:
/Iwww.debian.org/releases/trixie/debian-installer/).

Installationsguiden kan ocksa hittas pa den forsta delen av Debian utgdvan i DVD-form (4ven som blu-ray och CD)
som hittas pa:

[/doc/install/manual/language/index.html ]

You may also want to check the errata for debian-installer at https://www.debian.org/releases/trixie/debian-installer#
errata for a list of known issues.

3.1 Vad ar nytt i installationssystemet?
Det har skett en hel del utveckling av Debianinstalleraren sedan dess forra officiella utgivning med Debian 12, vilket
resulterat i forbittrat hardvarustod och ett antal nya spannande funktioner.

Om du vill ha en detaljerad genomgéng av dndringarna sedan bookworm hinvisar vi till utgdveinformationen for trixie
for beta- och RC-utgdvorna i nyhetsarkivet for Debianinstalleraren.

3.2 Installing Debian Pure Blends

A selection of Debian Pure Blends, such as Debian Junior, Debian Science, or Debian FreedomBox, can now be ac-
cessed directly in the installer - see the installation-guide.

For information about Debian Pure Blends, visit https://www.debian.org/blends/ or the wiki.
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3.3 Installation for molnleverantorer

Debians cloud team publicerar Debian trixie for ett flertal populidra molnleverantorer, bland annat:
¢ Amazon Web Services
* Microsoft Azure
* OpenStack
* Plain VM

Avbildningar for molnleverantorer tillhandahéller inkrokningar via cloud-init och prioriterar att instansen startar
snabbt genom att anvénda sirskilt optimerade paket for kirnan och instéllningar for grub. Avbildningar for olika arki-
tekturer tillhandahalls dér det ar aktuellt och cloud teamet stréivar efter att ha stod for alla funktioner som molnleveran-
torerna har.

The cloud team will provide updated images until the end of the LTS period for trixie. New images are typically released
for each point release and after security fixes for critical packages. The cloud team’s full support policy is available on
the Cloud Image Lifecycle page.

More details are available at https://cloud.debian.org/ and on the wiki.

3.4 Avbildningar fér containrar och virtuella maskiner

Multiarkitekturavbildningar av Debian trixie for containersystem finns tillgdngliga pd Docker Hub. Utover standardav-
bildningen finns en nedbantad variant kallad ”slim” som inte anvinder sa mycket diskutrymme.
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KAPITEL 4

Uppgraderingar fran Debian 12 (bookworm)

4.1 Forberedelse infér uppgraderingen

Du bér ldsa informationen i Problemomrdden att kéinna till for trixie innan du uppgraderar. Det kapitlet ticker in méjliga
problem som inte direkt relaterar till uppgraderingsprocessen men som fortfarande kan vara viktiga att kiinna till innan
du paborjar arbetet.

4.1.1 Sékerhetskopiera all data och konfigurationsinformation

Innan uppgradering av ditt system rekommenderas det starkt att du gor en fullstandig sidkerhetskopia, eller atminstone
en sikerhetskopia av data eller konfigurationsinformation som du inte vill riskera att forlora. Uppgraderingsverktygen
och -processen ér tillforlitlig men ett hardvarufel mitt i en uppgradering kan resultera i ett allvarligt skadat system.

De huvudsakliga delar du vill sdkerhetskopiera &r innehdllet i /etc, /var/lib/dpkg, /var/lib/apt/
extended_states och utdata fran:

[$ dpkg --get-selections '*' # (the quotes are important)

Om du anvinder aptitude for att hantera paket pa ditt system vill du dven ta en sikerhetskopia pd /var/lib/
aptitude/pkgstates.

Sjdlva uppgraderingsprocessen dndrar ingenting i katalogen /home. Dock &r det ként att vissa program (exempelvis
delar av Mozilla-sviten och skrivbordsmiljoerna GNOME och KDE) skriver &ver befintliga anvindarinstillningar med
nya standardvidrden nér en ny version av programmet startas for forsta gdngen av en anvidndare. Som en forsiktig-
hetsatgérd bor du gora en sikerhetskopia av de dolda filerna och katalogerna (s& kallade punktfiler””) i anvindarnas
hemkataloger. Denna sikerhetskopia kan hjélpa till att aterstdlla eller dterskapa de gamla instidllningarna. Du kanske
dven vill informera dina anvindare om det hir.

Alla paketinstallationsatgidrder maste kdras med superanvindarens rittigheter, s logga in som root eller anvind su
eller sudo for att fi de nodvindiga atkomstrittigheterna.

Uppgraderingen innebdr att vissa forutsittningar maste métas; du bor kontrollera dem innan den faktiska uppgrade-
ringen pébdrjas.
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4.1.2 Informera anvédndarna i férvag

Det ar klokt att informera alla anvédndare i forviag angdende de uppgraderingar som du planerar att gora, d&ven om
anviandarna som kommer at ditt system via en ssh-anslutning knappt kommer att mirka det under uppgraderingen, och
bor kunna fortsitta att arbeta som vanligt.

Om du vill vidta extra forsiktighetsatgédrder bor du sdkerhetskopiera eller avmontera /home fore uppgradering.

Du kommer behova gora en kdrnuppgradering vid uppgradering till trixie, en omstart kommer alltsd att vara nodvandig.
Vanligen sker detta efter uppgraderingen dr klar.

4.1.3 Forbered fér att tjanster blir oatkomliga

Under uppgraderingsprocessen kan det finnas tjénster knutna till paket som ingér i uppgraderingen. Om detta ir fallet
kommer dessa tjdnster stoppas under tiden som paketen byts ut och far nya instdllningar. Under tiden kommer dessa
tjdnster inte vara tillgidngliga.

Exakt hur 1ang tid tjdnsterna dr bortkopplade varierar med antalet paket som uppgraderas i systemet. Dessutom ingar
tiden som det tar for systemadministratdren att besvara frigor om instéllningar fran olika paket som uppgraderas. Kom
ihdg att om uppgraderingsprocessen ldmnas oovervakad och systemet frigar efter information &r det mycket troligt att
tjinsterna #r otillgiingliga' under mycket 1ang tid.

If the system being upgraded provides critical services for your users or the network?, you can reduce the downtime if
you do a minimal system upgrade, as described in Minimal system upgrade, followed by a kernel upgrade and reboot, and
then upgrade the packages associated with your critical services. Upgrade these packages prior to doing the full upgrade
described in Upgrading the system. This way you can ensure that these critical services are running and available through
the full upgrade process, and their downtime is reduced.

4.1.4 Forbered for aterstallning

Aven om Debian forsoker sikerstilla att ditt system kan starta vid varje givet tillfille finns det alltid en mojlighet att du
kan uppleva problem med att start om ditt system efter en uppgradering. Kénda potentiella problem dr dokumenterade
i detta och foljande kapitel av Kommentarer till utgavan.

Av den anledningen &r det klokt att férsékra sig om att du kan aterstélla ifall ditt system skulle misslyckas att starta om
eller, for fjarrhanterade system, misslyckas att komma &t nitverket.

Om du fjdrruppgraderar via en ssh-ldnk &r det starkt rekommenderat att du vidtar nodvindiga atgérder for att kunna
komma 4t servern genom en fjéirrserieterminal. Det finns en chans att, efter uppgradering av kidrnan och omstart, du
kommer att behova ritta till systemkonfigurationen genom en lokal konsoll. Om systemet av misstag startas om mitt i
en uppgradering finns det en chans att du behover éterstiélla systemet med hjélp av en lokal konsoll.

For emergency recovery we generally recommend using the rescue mode of the trixie Debian Installer. The advantage
of using the installer is that you can choose between its many methods to find one that best suits your situation. For
more information, please consult the section "Recovering a Broken System” in chapter 8§ of the Installation Guide (at
https://www.debian.org/releases/trixie/installmanual) and the Debian Installer FAQ.

Om det misslyckas behover du ett alternativt sitt att starta upp ditt system pa sd att du kan komma at och reparera
det. En sirskild raddningsavbildning eller en avbildning med ett korbart Linuxsystem pa. Efter att du har startat upp
frén en sddan skiva bor du kunna montera ditt rotfilsystem och anvidnda chroot in i det for att underska och ritta till
problemet.

! Om debconf-prioriteringen ir satt till en vildigt hog niva kan du kanske undvika instalningsfrigor men tjinster som ir beroende av standardsvar
som inte fungerar for ditt system kommer inte att kunna starta.

2 Exempelvis: DNS- eller DHCP-tjinster, speciellt om det inte finns nagon redundans eller automatiskt byte av huvudtjanst. I fallet med DHCP
kan slutanvindare bli nedkopplade fran nitverket om ldnperioden ir kortare dn tiden det tar for uppgraderingsprocessen att slutfora.
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Fels6kningsskal under uppstart med hjélp av initrd

Paketet initramfs-tools ligger till ett felsokningsskal® i de initrd som det skapar. Om initrd exempelvis inte kan montera
ditt rot-filsystem kommer du att hamna i detta felsokningsskal som har vissa grundliggande kommandon tillgingliga
for att spara och mojligen laga felet.

Grundldggande saker att kontrollera &r: nérvaron av korrekta enhetsfiler i /dev; vilka moduler som ldses in (cat /
proc/modules); utdata for dmesg efter fel vid inldsning av drivrutiner. Utdata for dmesg kommer dven att visa vilka
enhetsfiler som har tilldelats till vilka diskar; du bor kontrollera det hdr mot utdata for echo $ROOT for att forsdkra dig
om att rotfilsystemet finns pa den forvéntade enheten.

Om du lyckas ritta till problemet, skriv exit for att avsluta felsokningsskalet och fortsétta uppstartsprocessen dér felet
intrédffade. Sjélvfallet behover du dven ritta till det underliggande problemet och generera om initrd-filen si att nésta
uppstart inte misslyckas.

Fels6kningsskal da systemet startas med systemd

Om uppstarten misslyckas under system dr det mojligt att starta ett felsokningsskal genom att dndra kdrnans komman-
dorad. Om grundldggande uppstart fungerar men nigra tjanster misslyckas med att starta kan det vara bra att utdka
kdrnans parametrar med systemd.unit=rescue.target.

Kérnans parameter systemd.unit=emergency.target tillhandahéller ett rotskal si tidigt som m&jligt. Detta gors
dock fore rotfilsystemet har monterats med réttigheter for lasning och skrivning. Du behdver 16sa det manuellt genom:

[# mount -o remount,rw / J

Ett annat sitt dr att aktivera “early debug shell” i systemd via debug-shell.service. Vid nista uppstart kommer
denna tjdnsten att oppna ett inloggningsskal for root pa tty9 vildigt tidigt i uppstartsprocessen. Det kan aktiveras via
kdrnanas startparameter systemd.debug-shell=1 eller fixerat med systemctl enable debug-shell (kom da
ihdg att stinga av det igen nér felsdkningen &r avslutad).

Mer information om att felsoka en felaktig uppstartsprocess med systemd finns i artikeln Freedesktop.org Diagnosing
Boot Problems (engelska).

4.1.5 Forbered en saker milj6é fér uppgraderingen

Viktigt

If you are using some VPN services (such as tinc) consider that they might not be available throughout the upgrade
process. Please see Prepare for downtime on services.

In order to gain extra safety margin when upgrading remotely, we suggest that you run upgrade processes in a virtual
console provided by the screen or tmux programs, which enables safe reconnection and ensures the upgrade process
is not interrupted even if the remote connection process temporarily fails.

In case tmux was upgraded to a new major version you may get an error on attach: ”open terminal failed: not a terminal”.
You can still access the old session with:

[# /proc/$(pgrep "tmux: server")/exe attach J

De som anvinder watchdog-tjdnsten som tillhandahalls av paketet micro-evtd ska stoppa tjdansten och avaktivera
whatcdog-timern innan uppgraderingen for att undvika oonskade omstarter mitt i uppgraderingsprocessen:

# /usr/sbin/microapl -a system_set_watchdog off

# service micro-evtd stop ’

3 Den hir funktionen kan inaktiveras genom att ligga till parametern panic=0 till dina uppstartparametrar.
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4.2 Borja med en ’ren” Debian

Uppgraderingsprocessen som beskrivs i detta kapitel dr helt och héllet inriktad pa “rena” Debian-system som kor
stabil-utgédva. APT kontrollerar vad som finns installerat pa ditt system. Om dina APT-instillningar har andra killor dn
bookworm, om du har installerat paket fran andra utgévor eller fran tredjepart sd bor du Sverviga att ta bort dessa for
att sikerstélla att uppgraderingen inte kompliceras av detta.

APT is moving to a different format for configuring where it downloads packages from. The files /etc/apt/sources.
list and *.1list files in /etc/apt/sources.list.d/ are replaced by files still in that directory but with names
ending in . sources, using the new, more readable (deb822 style) format. For details see sources.list(5). Examples of
APT configurations in these notes will be given in the new deb822 format.

If your system is using multiple sources files then you will need to ensure they stay consistent.

4.2.1 Uppgradera till Debian 12 (bookworm)

Enbart uppgraderingar fran Debian 12 (bookworm) stods. Visa din aktuella Debianversion med:

[$ cat /etc/debian_version ]

Please follow the instructions in the Release Notes for Debian 12 at https://www.debian.org/releases/bookworm/
releasenotes to upgrade to Debian 12 first if needed.

4.2.2 Uppgradera till senaste punkt-utgavan

Processen forutsitter att ditt system har uppdaterats till den senaste punkutgéven av 12. Om du inte har gjort detta eller
dr osiker, folj instruktionerna i Uppgradering av ditt bookworm-system.

4.2.3 Debian Backports

Debian Backports mojliggdr anvindning av mer aktuella paket for de som anvinder stabil utgdva av Debian (vissa
avsteg i testning och sikerhetsstod gors dock). Debian Backports-gruppen tillhandahéller ett mindre antal paket frdn
nista Debianutgdva som ar justerade kompilerade for att fungera pa den aktuella stabila utgdvan av Debian.

Paket fran bookworm-backports har versionsnummer som #r ldagre dn versionen i trixie, ddrfor ska de uppgraderas till
trixie som “’vanliga” paket for bookworm gor under distributionsuppgraderingen. Det finns inga kénda problem men
uppgraderingsvigen fran backports &r inte lika vil testad och innebér alltsé en hogre risk.

Varning

While regular Debian Backports are supported, there is no clean upgrade path from sloppy backports (which use
APT sources entries referencing bookworm-backports-sloppy).

As with Unofficial sources, users are advised to remove “bookworm-backports” entries from their APT sources files
before the upgrade. After it is completed, they may consider adding “trixie-backports” (see https://backports.debian.
org/Instructions/).

For ytterligare information lés i Backports wikisidor (i huvudsak pa engelska).

4.2.4 Forbered paketdatabasen

You should make sure the package database is ready before proceeding with the upgrade. If you are a user of another
package manager like aptitude or synaptic, review any pending actions. A package scheduled for installation or removal
might interfere with the upgrade procedure. Note that correcting this is only possible if your APT sources files still point
to "bookworm” and not to ’stable” or trixie”’; see Checking your APT configuration.
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4.2.5 Ta bort féraldrade paket

It is a good idea to remove obsolete packages from your system before upgrading. They may introduce complications
during the upgrade process, and can present security risks as they are no longer maintained.

4.2.6 Ta bort icke-Debian-paket

Nedan kan du ldsa om tva metoder for att hitta installerade paket som inte kommer frdn Debian. Antingen genom apt
eller apt-forktracer. Observera dock att ingen av dem dr 100% korrekta (exempelvis visar apt paket som tidigare
varit tillhandahéllna av Debian men inte ldngre &r det - t.ex. dldre kdrnpaket).

$ apt list '?narrow(?installed, ?not(?origin(Debian)))'’
$ apt-forktracer | sort

4.2.7 Stada upp kvarlamnade installningsfiler

En tidigare uppgrdering kan ha ldmnat kvar oanvinda instédllningsfiler; dldre versioner av instillningsfiler, versioner
som ditribuerats av de som har hand om resprektive paket eller liknande. Det &r en bra idé att rensa upp sddant for att
minska risken for forvirring. Hitta sddana kvarlimnade instéillningsfiler med:

[# find /etc -name '*.dpkg-*' -0 -name '*.ucf-*' -0 -name '*.merge-error'

4.2.8 Komponenter fran non-free och non-free-firmware

If you have non-free firmware installed it is recommended to add non-free-firmware to your APT sources.

4.2.9 Avsnittet proposed-updates

If you have listed the proposed-updates section in your APT sources files, you should remove it before attempting
to upgrade your system. This is a precaution to reduce the likelihood of conflicts.

4.2.10 Inofficiella kallor

If you have any non-Debian packages on your system, you should be aware that these may be removed during the
upgrade because of conflicting dependencies. If these packages were installed by adding an extra package archive in
your APT sources files, you should check if that archive also offers packages compiled for trixie and change the source
item accordingly at the same time as your source items for Debian packages.

Some users may have unofficial backported "newer” versions of packages that are in Debian installed on their bookworm
system. Such packages are most likely to cause problems during an upgrade as they may result in file conflicts*. Possible
issues during upgrade has some information on how to deal with file conflicts if they should occur.

4.2.11 Inaktivera APT-nalning

Om du har konfigurerat APT att installera vissa paket frn en annan distribution @n den stabila (exempelvis fran tes-
ting), kan du #dndra din konfiguration for paketndlning i APT (lagrad i /etc/apt/preferences och /etc/apt/
preferences.d/) for att tillata uppgraderingen av paket till versionerna i den nya stabila utgdvan. Ytterligare in-
formation om APT-nédlning kan hittas i apt_preferences(5) (pa engelska).

4 Debians pakethanteringssystem tillater vanligtvis inte att ett paket tar bort eller ersiitta en fil som #gs av ett annat paket savida det inte har
definierats att ersitta det paketet.
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4.2.12 Kontrollera paketstatus

Oavsett vilken metod som anvinds for uppgradering, rekommenderas det att du kontrollerar statusen pé paketen forst
och verifierar att alla paket dr mojliga att uppgradera. Foljande kommando kommer att visa de paket som har statusen
Half-Installed eller Failed-Config, och de som har ndgon form av felstatus.

(5 dpkg --audit ]
Du kan édven inspektera tillstdndet for alla paket pa ditt system med aptitude, eller med kommandon som

[$ dpkg -1 J
eller

[# dpkg --get-selections '*' > ~/curr-pkgs.txt ]
Alternativt sd kan du anvinda apt.

[# apt list --installed > ~/curr-pkgs.txt ]

Det dr onskvirt att ta bort eventuella tillbakahallna paket innan uppgradering. Om nigot paket &r systemkritiskt och
hélls tillbaka for uppgraderingen, kommer uppgraderingen att misslyckas.

[$ apt-mark showhold ]

Om du @ndrat och byggt om ett paket lokalt, och inte bytte namn pé det eller la in ett datum i versionen, méste du hélla
tillbaka det for att forhindra att det uppgraderas.

Pakettillstindet ’hold” (hall) for apt kan dndras med:

[# apt-mark hold package_name ]

Replace hold with unhold to unset the "hold” state.

If there is anything you need to fix, it is best to make sure your APT sources files still refer to bookworm as explained
in Checking your APT configuration.

4.3 Preparing APT sources files

Before starting the upgrade you must reconfigure APT to add sources for trixie and typically remove sources for boo-
kworm.

As mentioned in Borja med en “ren” Debian, we recommend that you use the new deb822-style format, so you would
have to replace /etc/apt/sources.list and any *.list files in /etc/apt/sources.list.d/ by only one file
named debian.sources in /etc/apt/sources.list.d/ (if you haven’t done so already). An example is given
below of how this file should typically look.

Aptkommer att 6verviga alla paket som kan hittas via ndgon av de installerade arkiven. Valet faller sedan pd att installera
paketet med hogsta versionsnumret, dir prioritet ges till de rader som kommer férst. Om du nyttjar flera redundanta
arkiv, bor du forst namnge en lokal harddisk, sedan cd-skivor, och sedan fjdrr-speglar.

[TIEED)

En utgéva kan ofta refereras till bdde dess kodnamn (t.ex. "bookworm”, “trixie”) och efter dess statusnamn (allts&
“oldstable”, stable”, testing”, “unstable”). Att referera till en utgéva efter dess kodnamn har fordelen att du aldrig
blir 6verraskad av en ny utgdva och av den anledningen anvinds den hir metoden hér. Det kan naturligtvis betyda att
du sjdlv méste halla utkik efter nya utgdvor. Om du istillet anvinder statusnamnet kommer systemet automatiskt att
uppgraderas utan forvarning genom att uppdatera en mingd paket si snart en utgivning har skett.
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Debian tillhandahaller tva séndlistor med kungdrelser (péd engelska) som kan hjélpa dig att hilla dig uppdaterad med
vad som sker med Debians utgévor:

e Genom att anmila dig till Debians kungorelse sindlista s& kommer du fa en notifiering varje gdng Debian till-
ganglig gor en ny utgdva. Exempelvis nér “trixie” skiftar fran “testing” till ”’stable”.

e Genom att anmila dig till Debians sikerhetskungorelse sindlista sd kommer du fé en notifiering varje géng
Debian publicerar ett sikerhetsmeddelande.

4.3.1 Lagg till APT-kéllor fran Internet

Vid nyinstallation installeras APT sd att det anvinder Debian APT CDN, detta bor innebédra att paket automatiskt
hiamtas fran en server i relativ nirhet av dig - sett till ndtverksvégar. I och med att detta &r en relativt ny tjanst kan éldre
installationer ha instédllningar som fortfarande pekar pa en av de huvudsakliga internetservrarna fran Debian eller pa en
av speglarna. Rekommendationen ir att byta till att anvinda CDN-tjinsten i dina APT-instéllningar.

To make use of the CDN service, the correct configuration for APT (assuming you are using main and
non-free-firmware) is the following in /etc/apt/sources.list.d/debian.sources:

Types: deb

URIs: https://deb.debian.org/debian

Suites: trixie trixie-updates

Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

Types: deb

URIs: https://security.debian.org/debian-security

Suites: trixie-security

Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

Observera

Starting in trixie the . gpg keyring pathnames are now backwards compatibility symlinks to the new . pgp canonical
pathnames, which will eventually get removed.

Make sure to remove any of the old sources files.

However, if you get better results using a specific mirror that is close to you in network terms instead of the CDN service,
then the mirror URI can be substituted in the URISs line as (for instance) “URISs: https://mirrors.kernel.org/debian”.

If you want to use packages from the contrib or non-free components, you may add these names to all the
Components: lines.

After adding your new sources, disable the previously existing archive entries in the APT sources files by placing a
hash sign (#) in front of them.

4.3.2 Lagg till APT-kéllor fér en lokal spegelserver

Instead of using remote package mirrors, you may wish to modify the APT sources files to use a mirror on a local disk
(possibly mounted over NFS).

Din paketspegel kan exempelvis finnas under /var/local/debian/ och innehélla huvudkataloger som dessa:

/var/local/debian/dists/trixie/main/...
/var/local/debian/dists/trixie/contrib/...

To use this with apt, add the following to your /etc/apt/sources.list.d/debian.sources file:
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Types: deb

URIs: file:/var/local/debian

Suites: trixie

Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

Observera

Starting in trixie the . gpg keyring pathnames are now backwards compatibility symlinks to the new . pgp canonical
pathnames, which will eventually get removed.

Aterigen; efter att du lagt till kiillor behéver de tidigare arkiven avaktiveras.

4.3.3 Léagg till APT-kéllor fran optisk media

If you want to use only DVDs (or CDs or Blu-ray Discs), comment out the existing entries in all the APT sources files
by placing a hash sign (#) in front of them.

Se till att det finns en rad i /etc/fstab som aktiverar montering av din cd-rom-enhet pd monteringspunkten /media/
cdrom. Till exempel, om /dev/sr0 ir din cd-rom-enhet, ska /etc/fstab innehdlla en rad som denna:

[/dev/sr@ /media/cdrom auto noauto,ro ® 0

Observera att det inte fdr finnas ndgra blanksteg mellan orden noauto, ro i det fjarde féltet.

For att verifiera att det fungerar, mata in en cd och foérsok kora

# mount /media/cdrom # this will mount the CD to the mount point
# 1s -alF /media/cdrom # this should show the CD's root directory
# umount /media/cdrom # this will unmount the CD

Kor sedan:

[# apt-cdrom add

for varje Debian cd-rom med binérer som du har tillgéng till for att 14gga till data om varje cd till APT:s databas.

4.4 Uppgradering av paket

Det rekommenderade verktyget for att genomfora uppgraderingen fran foregdende utgéva av Debian dr att anvianda
pakethanteringsverktyget apt.

Observera

apt ar tankt for interaktivanvindning och ska inte anvindas i skript. I skript bor apt-get som har fast hantering
av utdata som passar sig for maskinell avldsning.

GIom inte att montera alla nddvéndiga partitioner (speciellt rot- och /usr-partitionerna) 14ds- och skrivbara, med ett
kommando som det hir:

[# mount -o remount,rw /mountpoint
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Next you should double-check that the APT sources entries (in files under /etc/apt/sources.list.d/) refer either
to “trixie” or to “’stable”. There should not be any sources entries pointing to bookworm.

Observera

Sources lines for a CD-ROM might sometimes refer to “unstable”; although this may be confusing, you should
not change it.

4.4.1 Spelain sessionen

apt will log the changed package states in /var/log/apt/history.log and the terminal output in /var/log/apt/
term. log. dpkg will, in addition, log all package state changes in /var/log/dpkg.log. If you use aptitude, it will
also log state changes in /var/log/aptitude.

If a problem occurs, you will have a log of what happened, and if needed, can provide exact information in a bug report.

The term. log will also allow you to review information that has scrolled off-screen. If you are at the system’s console,
just switch to VT2 (using A1t+F2) to review it.

4.4.2 Uppdatering av paketlistan

Forst behover listan dver tillgingliga paket for den nya utgévan hamtas. Det gors genom att kora:

[# apt update

4.4.3 Se till att du har tillrackligt med utrymme fér uppgraderingen

You have to make sure before upgrading your system that you will have sufficient hard disk space when you start
the full system upgrade described in Upgrading the system. First, any package needed for installation that is fetched
from the network is stored in /var/cache/apt/archives (and the partial/ subdirectory, during download), so
you must make sure you have enough space on the file system partition that holds /var/ to temporarily download the
packages that will be installed in your system. After the download, you will probably need more space in other file
system partitions in order to both install upgraded packages (which might contain bigger binaries or more data) and
new packages that will be pulled in for the upgrade. If your system does not have sufficient space you might end up
with an incomplete upgrade that is difficult to recover from.

apt kan visa detaljerad information om det diskutrymme som behovs for installationen. Du kan se denna uppskattning
innan den faktiska uppgraderingen paborjas genom att kora:

# apt -o APT::Get::Trivial-Only=true full-upgrade

[ ... 1]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

Observera

Running this command at the beginning of the upgrade process may give an error, for the reasons described in the
next sections. In that case you will need to wait until you’ve done the minimal system upgrade as in Minimal system
upgrade before running this command to estimate the disk space.

Om du inte har tillrdckligt med utrymme for uppgraderingen sd kommer apt att varna dig pa foljande sitt:
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[E: You don't have enough free space in /var/cache/apt/archives/.

Forsok i sa fall frigbora utrymme innan uppgraderingen. Du kan:

 Ta bort paket som tidigare har hiimtats for installation (i /var/cache/apt/archive). Rensa upp paketcachen
genom att kora apt clean vilket kommer att ta bort alla tidigare hiamtade paketfiler.

 Ta bort bortglomda paket. Om du har anvént aptitude eller apt for att manuellt installera paket i bookworm
kommer dessa paket att vara markerade som manuellt installerade och kommer att kunna markera automatiskt
installerade paket som redundanta nér de inte langre behovs och dirmed kan tas bort. Manuellt installerade paket
undantas alltsd fran detta. For att ta bort automatiskt installerade paket som inte lingre anvinds kor foljande
kommando:

[# apt autoremove

J

You can also use debfoster to find redundant packages. Do not blindly remove the packages this tool presents,
especially if you are using aggressive non-default options that are prone to false positives. It is highly recom-
mended that you manually review the packages suggested for removal (i.e. their contents, sizes, and descriptions)
before you remove them.

* Ta bort paket som anvinder for mycket utrymme och inte behovs just nu (du kan alltid installera dem efter
uppgraderingen). Om du har popularity-contest installerat kan du anvinda popcon-largest-unused for att
ta fram en lista med paket som du inte anvinder men tar upp mycket plats. Du kan hitta vilka paket som tar upp
mycket plats genom dpigs (tillhandahalls via debian-goodies-paketet) eller med wajig (kor wajig size). De
kan ocksa visas med aptitude i "visuellt lige”, vilj Vyer > Ny platt paketlista, tryck 1 ochange ~i, tryck
S och ange ~installsize, si visas en praktisk lista att arbeta med.

 Ta bort dversittningar och lokalanpassade filer for systemet om de inte behovs. Du kan installera paketet locale-
purge och stilla in det sé att endast de lokalanpassaningar som du vill ha sparas pé systemet. Detta kommer att
minska méngden harddiskutrymme som anvinds i /usr/share/locale.

* Flytta systemloggar frdn /var/log/ till ett annat system, eller ta bort permanent.

¢ Anvind en temporir /var/cache/apt/archives: Du kan anvinda en temporir cachekatalog pa ett annat fil-
system (USB-diskenhet, temporir harddisk, filsystem som redan anvinds, ...).

Observera

Anvind inte en NFS-montering eftersom nétverksanslutningen kan avbrytas under uppgraderingen.

Till exempel, om du har en USB-diskenhet monterad pa /media/usbkey:

1. ta bort paket som tidigare hamtats for installation:

[# apt clean

2. kopiera katalogen /var/cache/apt/archives till USB-diskenheten:

[# cp -ax /var/cache/apt/archives /media/usbkey/

3. montera den temporira cachekatalogen ovanpd den nuvarande:

[# mount --bind /media/usbkey/archives /var/cache/apt/archives

4. efter uppgraderingen aterstiller du originalkatalogen /var/cache/apt/archives:
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[# umount /var/cache/apt/archives

5. radera det som ldmnats kvar i /media/usbkey/archives.
Du kan skapa den temporira cachekatalogen pa vilket filsystem som helst som finns monterat pa ditt system.

* Do a minimal upgrade of the system (see Minimal system upgrade) or partial upgrades of the system followed
by a full upgrade. This will make it possible to upgrade the system partially, and allow you to clean the package
cache before the full upgrade.

Note that in order to safely remove packages, it is advisable to switch your APT sources files back to bookworm as
described in Checking your APT configuration.

4.4.4 Avsluta évervakningssytem

I och med att apt kan komma att temporért stoppa tjanster som kor pa ditt system sd or det troligen en god idé¢ att
stoppa Overvakningssytem som kan komma att starta om tjinster (inklusive avslutade tjinster). I Debian dr monit ett
exempel pé en spdan tjdnst.

4.4.5 Minimal systemuppgradering

In some cases, doing the full upgrade (as described below) directly might remove large numbers of packages that you
will want to keep. We therefore recommend a two-part upgrade process: first a minimal upgrade to overcome these
conflicts, then a full upgrade as described in Upgrading the system.

For att gora detta, kor forst:

[# apt upgrade --without-new-pkgs

Det hér innebir att endast de paket som kan uppgraderas utan att kréva att nigra andra paket tas bort eller installeras
uppgraderas.

Den minimala uppgraderingen kan ocksd vara anvidndbar nir systemet har ont om utrymme och en komplett uppgra-
dering inte kan utforas pa grund av utrymmesskal.

Om paketet apt-listchanges ér installerat kommer det (i standardutférande) visa viktig information om paketen som
uppgraderas i en textvisare nér paketen dr himtade. Tryck pé tangenten q for att 1imna visaren efter genomlédsning for
att fortsitta med uppgraderingen.

4.4.6 Uppgradering av systemet

Nir du genomfort foregéende steg dr du redo att fortsatta med huvuddelen av uppgraderingen. Kor:

[# apt full-upgrade

Det hidr kommer att genomfora en fullstindig uppgradering av systemet, alltsd installera de senaste tillgiingliga versio-
nerna av samtliga paket och 16sa alla tinkbara beroendeédndringar mellan paketen i olika utgdvor. Om det dr nodvandigt
kommer det dven att installera ndgra nya paket (vanligtvis nya versioner av bibliotek eller paket som fatt nya namn)
samt ta bort eventuella foraldrade paket som stér i konflikt med varandra.

Vid uppgradering fran en uppséttning CD/DVD/BD-avbildningar, kommer du bli uppmanad att mata in specifika av-
bildningar vid olika tillfdllen under uppgraderingen. Du kanske méste anviinda samma avbildning flera ginger; detta
beror pé att sammankopplade paket har blivit utspridda 6ver avbildningarna.

Nya versioner av installerade paket, som inte kan uppgraderas utan att dndra installationsstatus for ett annat paket,
kommer att limnas kvar vid deras nuvarande version (visas som “aterhéllna”). Det kan 10sas genom att antingen anvinda
aptitude for att vilja dessa paket for installation eller genom att kora apt install paket.
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4.5 Madjliga problem under uppgraderingen

Foljande kapitel beskriver kinda problem som kan uppsté under uppgradering till trixie.

4.5.1 Full-upgrade misslyckas med meddelandet "Could not perform immediate
configuration”

I nagra fall kan steget apt full-upgrade misslyckas efter nedladdningen av paket med meddelandet:

E: Could not perform immediate configuration on 'package'. Please see man 5 apt.conf.
—under APT::Immediate-Configure for details.

Om detta hinder bor exekvering av apt full-upgrade -o APT::Immediate-Configure=0 tillita uppgraderingen
att fortsitta.

Another possible workaround for this problem is to temporarily add both bookworm and trixie sources to your APT
sources files and run apt update.

4.5.2 Foérvéantade raderingar

The upgrade process to trixie might ask for the removal of packages on the system. The precise list of packages will vary
depending on the set of packages that you have installed. These release notes give general advice on these removals,
but if in doubt, it is recommended that you examine the package removals proposed by each method before proceeding.
For more information about packages obsoleted in trixie, see Obsolete packages.

4.5.3 Konflikter vid férberoende-loop

Ibland &r det nodvindigt att aktivera alternativet APT: : Force-LoopBreak i APT for att temporirt ta bort ett system-
kritiskt paket pa grund av en Konflikt/Férberoende-slinga. apt kommer att varna dig om det hér och avbryta uppgra-
deringen. Du kan 16sa det genom att ange alternativet -o APT: :Force-LoopBreak=1 pd kommandoraden for apt.

Det dr mojligt att beroendestrukturen for ett system kan vara s skadat att det kraver handpdldggning. Vanligtvis innebar
det att anvinda apt eller

[# dpkg --remove package_name

for att plocka bort ndgra av de storande paketen, eller

# apt -f install
# dpkg --configure --pending

I extrema fall kan du behova tvinga fram en ominstallation med ett kommando som detta

[# dpkg --install /path/to/package_name.deb

4.5.4 Filkonflikter

Filkonflikter bor inte intrdffa om du uppgraderar fran ett “rent” bookworm-system, men kan intréffa om du har inoffi-
ciella bakatporteringar installerade. En filkonflikt resulterar i ett fel som:

Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (--install):

trying to overwrite "<some-file-name>',

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)

(continues on next page)
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(fortséttning frén foregdende sida)

<package-foo>

Errors were encountered while processing: ’

Du kan forsoka 16sa en filkonflikt genom att tvinga igenom borttagning av paketet som nimns pa sista raden i felmed-
delandet:

[# dpkg -r --force-depends package_name ]

Efter att problemen har 16sts, bor du kunna ateruppta uppgraderingen genom att upprepa tidigare beskrivna apt-
kommandon.

4.5.5 Instéllningsférandringar

Under uppgraderingen kommer det att stillas fragor om konfiguration eller omkonfiguration av flera paket. Nér du blir
tillfrigad om négon fil i katalogen /etc/init.d eller filen /etc/manpath.config ska ersittas av paketansvariges
version, dr det oftast nddvindigt att svara ”ja” for att uppritthalla systemets tillstand. Du kan alltid dterga till de gamla
versionerna, eftersom de kommer att sparas med en .dpkg-old-dndelse.

If you’re not sure what to do, write down the name of the package or file and sort things out at a later time. You can
search in the /var/log/apt/term.log file to review the information that was on the screen during the upgrade.

4.5.6 Flytt av sessionen till konsoll

Om du kor uppgraderingen i systemets lokala konsoll kan det tidnkas att under ndgra delar av uppgraderingen sa flyttar
konsollen till en annan vy och du kan inte lingre se uppgraderingsprocessen. Exempelvis hdnder detta i skrivbordsmil-
joer nir visningshanteraren startas om.

For att dterta konsollen dér uppgraderingen kors behdver du anvianda Ctrl+Alt+F1 for att byta till den virtuella ter-
minalen 1 om du &r vid den grafiska startbilden eller anvind AL1t+F1 i lokala textldgeskonsollen. Ersitt F1 med den
funktionstangent som har motsvarande nummer for den virtuella terminal som uppgraderingen kors i. Du kan ocksa
anvinda Alt+Vansterpil eller Alt+Hogerpil for att byta mellan de olika textldgeskonsollerna.

4.6 Uppgradering av karna och relaterade paket

Det hér avsnittet forklarar hur man uppgraderar sin kédrna och identifierar tinkbara problem relaterade till den hir
uppgraderingen. Du kan antingen installera ett av paketen linux-image-* som tillhandahélls av Debian, eller bygga en
anpassad kidrna fran killkod.

Observera att en hel del information i det hir avsnittet dr baserad pé antagelsen att du kommer att anvinda en av de
moduldra Debiankérnorna tillsammans med i initramfs-tools och udev. Om du har valt att anvinda en anpassad kérna
som inte krédver en initrd eller om du anvénder en annan initrd-generator kan delar av den hir informationen vara
irrelevant for dig.

4.6.1 Installera metapaketet for kdarnan

Nér du kor full-upgrade fran bookworm till trixie, rekommenderas det starkt att du installerar ett linux-image-*-
metapaket, om du inte gjort det forut. De hédr metapaketen installerar automatiskt nyare versioner av kidrnan vid upp-
gradering. Du kan verifiera om detta &r installerat genom att kora:

[$ dpkg -1 '"linux-image*' | grep *ii | grep -i meta ]

Om du inte ser ndgot utdata, behdver du installera ett nytt linux-image-paket for hand eller installera ett linux-image-
metapaket. Kor féljande kommando for att se en lista over tillgingliga linux-image-metapaket:
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[$ apt-cache search linux-image- | grep -i meta | grep -v transition J

Om du ar osédker pa vilket paket du ska vélja, kor uname -r och leta efter ett paket med liknande namn. Om du till
exempel ser ”4.9.0-8-amd64” rekommenderas det att du installerar linux-image-amd64. Du kan ocksd anvinda apt
for att se den lidngre beskrivningen av varje paket som stdd i att vilja bista mdjliga for ditt system. Exempelvis:

[$ apt show linux-image-amd64 J

Du bor sedan anvinda apt install for att installera den. Nir den hir nya kéirnan har installerats bor du starta om vid
nista mojliga tillfille for att dra nytta av den nya kérnversionen. Lis dock Things to do before rebooting innan forsta
omstarten sedan uppgradering genomfors.

For den dventyrlige finns ett enkelt sétta att kompilera sina egen modifierade kéirna p& Debian. Installera kélkoden till
kédrnan fran paketet linux-source. Du kan anvinda mélet deb-pkg i killkodens makefil for att bygga bindrpaketet. Lis
mer i dokumentationen pa Debian Linux Kernel Handbook (engelska) eller genom att installera paketet debian-kernel-
handbook.

If possible, it is to your advantage to upgrade the kernel package separately from the main full-upgrade to reduce the
chances of a temporarily non-bootable system. Note that this should only be done after the minimal upgrade process
described in Minimal system upgrade.

4.6.2 64-bit little-endian PowerPC (ppc64el) page size

From trixie, the default Linux kernel for the ppc64el architecture (package linux-image-powerpc64le) uses a memory
page size of 4 kiB instead of the previous 64 kiB. This matches other common architectures and avoids some incom-
patibilities with the larger page size in the kernel (notably the nouveau and xe drivers) and user-space applications. In
general this is expected to reduce memory usage and slightly increase CPU usage.

An alternate kernel package (linux-image-powerpc64le-64Kk) is provided which uses a page size of 64 kiB. You will
need to install this alternate package if:

* You need to run virtual machines with a page size of 64 kiB.
Also see Problems with VMs on 64-bit little-endian PowerPC (ppc64el).
* You need to use PowerPC Nest (NX) compression.

* You are using filesystems with a block size > 4 kiB (4096 bytes). This is likely if you are using Btrfs. You can
check this with:

— Btrfs: file -s device | grep -o 'sectorsize [0-9]*'
- ext4: tune2fs -1 device | grep 'ABlock size:'
— XFS: xfs_info device | grep -o 'bsize=[0-9]%

For some applications such as database servers, using a page size of 64 kiB can provide better performance, and this
alternate kernel package may be preferable to the default.

4.7 Cleanup after the upgrade

Two steps are recommended to clean the upgraded distribution.

* Remove newly redundant or obsolete packages as described in Make sure you have sufficient space for the upgrade
and Obsolete packages. You should review which configuration files they use and consider purging the packages
to remove their configuration files. See also Purging removed packages.

» Upgrade your APT sources. APT is deprecating the old format used for specifying what repositories to use - see
Preparing APT sources files and sources.list(5). If you haven’t already switched all your configuration files, you
can use the new apt feature apt modernize-sources.
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» Switch your APT sources to use the canonical Debian archive keyring pathnames in Signed-By, by replacing the
.gpg extension to .pgp, as the backwards compatible . gpg symlinks will eventually disappear.

4.8 Cleaning up automatically installed packages

Some packages may have been only installed on your system as dependencies of other packages. With the new release
these dependencies could have changed and apt will propose to remove those automatically installed packages. For this
run:

[# apt autoremove }

4.9 Foraldrade paket

trixie introducerar ménga nya paket men pensionerar och utelimnar gamla paket som fanns i bookworm. Det tillhanda-
hélls inget uppgraderingssitt for dessa foraldrade paket. Ingenting hindrar dig fran att fortsitta att anvénda ett foraldrat
paket om s& onskas men Debianprojektet kommer vanligtvis att sluta ge sdkerhetsstdd for dessa ett ar efter utgivning-
en av trixie’, och ger normalt inget annat stod under tiden. Rekomendationen ir att ersitta de med andra tillgiingliga
alternativ , om detta finns.

Det finns ménga anledningar till varfor paket kan ha tagits bort fran distributionen: de underhdlls inte lingre av upphovs-
maénnen; det finns inte ldngre ndgon Debianutvecklare som é&r intresserad av att underhalla paketen; funktionaliteten de
tillhandahéller har ersatts av en annan programvara (eller en ny version); eller sa anses de inte ldngre vara lampliga for
trixie pd grund av fel i dem. I det senare fallet kan paket fortfarande finnas i unstable”-distributionen.

Gamla och lokalt skapade paket (”Obsolete and Locally Created Packages”) kan visas och rensas frin kommandoraden
genom:

$ apt list '?obsolete’
# apt purge '7obsolete’

Debian Bug Tracking System tillhandahdller ofta ytterligare information om varfor paketet blev borttaget. Du bor
granska bade de arkiverade felrapporterna for sjilva paketet och de arkiverade felrapporterna for pseudopaketet pa
ftp.debian.org.

Listan med foraldrade paket i trixie kan studeras i Fordldrade paket.

4.9.1 Utrensning av borttagna paket

I allménhet dr det en bra id€ att rensa bort paket markerade som borttagna helt. Detta dr extra sant om paketet togs bort
i en tidigare uppgradering (exempelvis vid uppgradering till bookworm) eller om de tillhandaholls av tredjepartstill-
verkare. Sarskilt dldre init.d-skript &r visat sig problematiska.

Varning

Bortrensning av paket tar vanligtvis 6ven bort dess loggfiler, dessa kan vara en bra idé€ att gora en sikerhetskopia
av forst.

Foljande kommando visar en lista med alla borttagna paket som kan ha instéllningsfiler kvar pa systemet:

[$ apt list '?config-files'

5 Eller s linge som ingen annan utgivning sker i den tidsperioden. Normalt sett stods endast tvi stabila utgévor at gangen.
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Paketen kan rensas bort genom att anvinda kommandot apt purge. Vill du rensa bort allt pd en enda géng kan f6ljande
kommando anvéndas:

[# apt purge '?config-files'

4.9.2 Tomma 6vergangspaket

Vissa paket i bookworm har ersatts i trixieav tomma Svergdngspaket, dessa har till uppgift att underlitta uppgraderingar.
Om en applikation tidigare tillhandahélls som ett enda paket men numera dr delad i flera paket s& kan ett tomt over-
gingspaket med samma namn anvindas for att tillse att beroendena installeras. Nir detta gjorts kan overgédngspaketet
tas bort.

The package descriptions for transitional dummy packages usually indicate their purpose. However, they are not uni-
form; in particular, some “dummy” packages are designed to be kept installed, in order to pull in a full software suite,
or track the current latest version of some program.
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KAPITEL D

Problemomraden att kdnna till for trixie

Ibland innebér fordndringar i en ny utgdva att sidoeffekter vi inte kunnat undvika uppstér, i vissa fall skapas nya fel
ndgon annanstans. Har dokumenterar vi problem som vi kdnner till. Vénligen lds dven erratan, dokumentationen for
aktuella paket, felrapporter och annan information som ndmns i Ytterligare ldisning.

5.1 Things to be aware of while upgrading to trixie

Detta kapitel beskriver detaljer runt uppgradering fran bookworm till trixie.

5.1.1 Interrupted remote upgrades

An issue in OpenSSH in bookworm can lead to inaccessible remote systems if an upgrade being supervised over an
SSH connection is interrupted. Users may be unable to re-connect to the remote system to resume the upgrade.

Updated packages for bookworm will resolve this issue in Debian 12.12, but this release was still in preparation at the
time of releasing trixie. Instead, users planning upgrades to remote systems over an SSH connection are advised to first
update OpenSSH to version 1:9.2p1-2+deb12u7 or greater through the stable-updates mechanism.

5.1.2 Reduced support for i386

From trixie, 1386 is no longer supported as a regular architecture: there is no official kernel and no Debian installer for
1386 systems. Fewer packages are available for i386 because many projects no longer support it. The architecture’s sole
remaining purpose is to support running legacy code, for example, by way of multiarch or a chroot on a 64-bit (amd64)
system.

The 1386 architecture is now only intended to be used on a 64-bit (amd64) CPU. Its instruction set requirements include
SSE2 support, so it will not run successfully on most of the 32-bit CPU types that were supported by Debian 12.

Users running i386 systems should not upgrade to trixie. Instead, Debian recommends either reinstalling them as
amd64, where possible, or retiring the hardware. Cross-grading without a reinstall is a technically possible, but risky,
alternative.
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5.1.3 Last release for armel

From trixie, armel is no longer supported as a regular architecture: there is no Debian installer for armel systems, and
only Raspberry Pi 1, Zero, and Zero W are supported by the kernel packages.

Users running armel systems can upgrade to trixie, provided their hardware is supported by the kernel packages, or
they use a third-party kernel.

trixie will be the last release for the armel architecture. Debian recommends, where possible, reinstalling armel systems
as armhf or arm64, or retiring the hardware.

5.1.4 MIPS architectures removed

From trixie, the architectures mipsel and mips64el are no longer supported by Debian. Users of these architectures are
advised to switch to different hardware.

5.1.5 Ensure /boot has enough free space

The Linux kernel and firmware packages have increased considerably in size in previous Debian releases and in trixie.
As a result your /boot partition might be too small, causing the upgrade to fail. If your system was installed with
Debian 10 (buster) or earlier, your system is very likely to be affected.

Before starting the upgrade, make sure your /boot partition is at least 768 MB in size, and has about 300 MB free. If
your system does not have a separate /boot partition, there should be nothing to do.

If /boot is in LVM and too small, you can use lvextend to increase the size of an LVM partition. if /boot is a
separate partition it is likely easier to reinstall the system.

5.1.6 The temporary-files directory /tmp is now stored in a tmpfs

From trixie, the default is for the /tmp/ directory to be stored in memory using a tmpfs(5) filesystem. This should
make applications using temporary files faster, but if you put large files there, you may run out of memory.

For systems upgraded from bookworm, the new behavior only starts after a reboot. Files left in /tmp will be hidden
after the new tmpfs is mounted which will lead to warnings in the system journal or syslog. Such files can be accessed
using a bind-mount (see mount(8)): running mount --bind / /mnt will make the underlying directory accessible at
/mnt/tmp (run umount /mnt once you have cleaned up the old files).

The default is to allocate up to 50% of memory to /tmp (this is a maximum: memory is only used when files are actually
created in /tmp). You can change the size by running systemctl edit tmp.mount as root and setting, for example:

[Mount]
Options=mode=1777,nosuid,nodev,size=2G

(see systemd.mount(5)).
You can return to /tmp being a regular directory by running systemctl mask tmp.mount as root and rebooting.

The new filesystem defaults can also be overridden in /etc/fstab, so systems that already define a separate /tmp
partition will be unaffected.

5.1.7 openssh-server no longer reads ~/.pam_environment

The Secure Shell (SSH) daemon provided in the openssh-server package, which allows logins from remote systems,
no longer reads the user’s ~/ . pam_environment file by default; this feature has a history of security problems and has
been deprecated in current versions of the Pluggable Authentication Modules (PAM) library. If you used this feature,
you should switch from setting variables in ~/ . pam_environment to setting them in your shell initialization files (e.g.
~/.bash_profile or ~/.bashrc) or some other similar mechanism instead.
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Existing SSH connections will not be affected, but new connections may behave differently after the upgrade. If you
are upgrading remotely, it is normally a good idea to ensure that you have some other way to log into the system before
starting the upgrade; see Forbered for dterstdillning.

5.1.8 OpenSSH no longer supports DSA keys

Digital Signature Algorithm (DSA) keys, as specified in the Secure Shell (SSH) protocol, are inherently weak:
they are limited to 160-bit private keys and the SHA-1 digest. The SSH implementation provided by the openssh-
client and openssh-server packages has disabled support for DSA keys by default since OpenSSH 7.0pl in
2015, released with Debian 9 (stretch”), although it could still be enabled using the HostKeyAlgorithms and
PubkeyAcceptedAlgorithms configuration options for host and user keys respectively.

The only remaining uses of DSA at this point should be connecting to some very old devices. For all other purposes,
the other key types supported by OpenSSH (RSA, ECDSA, and Ed25519) are superior.

As of OpenSSH 9.8pl1 in trixie, DSA keys are no longer supported even with the above configuration options. If you
have a device that you can only connect to using DSA, then you can use the sshl command provided by the openssh-
client-ssh1 package to do so.

In the unlikely event that you are still using DSA keys to connect to a Debian server (if you are unsure, you can check
by adding the -v option to the ssh command line you use to connect to that server and looking for the ”Server accepts
key:” line), then you must generate replacement keys before upgrading. For example, to generate a new Ed25519 key
and enable logins to a server using it, run this on the client, replacing username@server with the appropriate user and
host names:

$ ssh-keygen -t ed25519
$ ssh-copy-id username@server

5.1.9 The last, lastb and lastlog commands have been replaced

The util-linux package no longer provides the last or lastb commands, and the login package no longer provides
lastlog. These commands provided information about previous login attempts using /var/log/wtmp, /var/log/
btmp, /var/run/utmp and /var/log/lastlog, but these files will not be usable after 2038 because they do not
allocate enough space to store the login time (the Year 2038 Problem), and the upstream developers do not want to
change the file formats. Most users will not need to replace these commands with anything, but the util-linux package
provides a 1slogins command which can tell you when accounts were last used.

There are two direct replacements available: 1ast can be replaced by wtmpdb from the wtmpdb package (the libpam-
wtmpdb package also needs to be installed) and lastlog can be replaced by lastlog2 from the lastlog2 package
(libpam-lastlog2 also needs to be installed). If you want to use these, you will need to install the new packages after
the upgrade, see the util-linux NEWS.Debian for further information. The command 1slogins --failed provides
similar information to lastb.

If you do not install wtmpdb then we recommend you remove old log files /var/log/wtmp¥*. If you do install wtmpdb
it will upgrade /var/log/wtmp and you can read older wtmp files with wtmpdb import -f <dest>. There is no
tool to read /var/log/lastlog® or /var/log/btmp* files: they can be deleted after the upgrade.

5.1.10 Encrypted filesystems need systemd-cryptsetup package

Support for automatically discovering and mounting encrypted filesystems has been moved into the new systemd-
cryptsetup package. This new package is recommended by systemd so should be installed automatically on upgrades.

Please make sure the systemd-cryptsetup package is installed before rebooting, if you use encrypted filesystems.
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5.1.11 Default encryption settings for plain-mode dm-crypt devices changed

The default settings for dm-crypt devices created using plain-mode encryption (see crypttab(5)) have changed to im-
prove security. This will cause problems if you did not record the settings used in /etc/crypttab. The recommended
way to configure plain-mode devices is to record the options cipher, size, and hash in /etc/crypttab; otherwise
cryptsetup will use default values, and the defaults for cipher and hash algorithm have changed in trixie, which will
cause such devices to appear as random data until they are properly configured.

This does not apply to LUKS devices because LUKS records the settings in the device itself.

To properly configure your plain-mode devices, assuming they were created with the bookworm defaults, you should
add cipher=aes-cbhc-essiv:sha256,size=256,hash=ripemd160 to /etc/crypttab.

To access such devices with cryptsetup on the command line you can use --cipher aes-cbc-essiv:sha256
--key-size 256 --hash ripemd160. Debian recommends that you configure permanent devices with LUKS, or
if you do use plain mode, that you explicitly record all the required encryption settings in /etc/crypttab. The new
defaults are cipher=aes-xts-plain64 and hash=sha256.

5.1.12 RabbitMQ no longer supports HA queues

High-availability (HA) queues are no longer supported by rabbitmgq-server starting in trixie. To continue with an HA
setup, these queues need to be switched to “quorum queues”.

If you have an OpenStack deployment, please switch the queues to quorum before upgrading. Please also note that
beginning with OpenStack’s ”Caracal” release in trixie, OpenStack supports only quorum queues.

5.1.13 RabbitMQ cannot be directly upgraded from bookworm

There is no direct, easy upgrade path for RabbitMQ from bookworm to trixie. Details about this issue can be found in
bug 1100165.

The recommended upgrade path is to completely wipe the rabbitmq database and restart the service (after the trixie
upgrade). This may be done by deleting /var/lib/rabbitmqg/mnesia and all of its contents.

5.1.14 MariaDB major version upgrades only work reliably after a clean shutdown

MariaDB does not support error recovery across major versions. For example if a MariaDB 10.11 server experienced
an abrupt shutdown due to power loss or software defect, the database needs to be restarted with the same MariaDB
10.11 binaries so it can do successful error recovery and reconcile the data files and log files to roll-forward or revert
transactions that got interrupted.

If you attempt to do crash recovery with MariaDB 11.8 using the data directory from a crashed MariaDB 10.11 instance,
the newer MariaDB server will refuse to start.

To ensure a MariaDB Server is shut down cleanly before going into major version upgrade, stop the service with

[# service mariadb stop

followed by checking server logs for Shutdown complete to confirm that flushing all data and buffers to disk com-
pleted successfully.

If it didn’t shut down cleanly, restart it to trigger crash recovery, wait, stop again and verify that second stop was clean.

For additional information about how to make backups and other relevant information for system administrators, please
see /usr/share/doc/mariadb-server/README.Debian.gz.
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5.1.15 /etc/sysctl.conf is no longer honored

In Debian 13, systemd-sysctl no longer reads /etc/sysctl.conf. The package linux-sysctl-defaults ships /usr/
lib/sysctl.d/50-default.conf which is intended to replace the former /etc/sysctl.conf. This package is
recommended by systemd, and will thus be installed by default on systems where installation of recommended packages
has not been turned off.

Check whether linux-sysctl-defaults is installed on your system and whether the contents of /usr/lib/sysctl.
d/50-default.conf conform to your expectations. Consider putting local configuration into file snippets named
/etc/sysctl.d/*.conf.

5.1.16 Ping no longer runs with elevated privileges

The default version of ping (provided by iputils-ping) is no longer installed with access to the CAP_NET_RAW linux
capability, but instead uses ICMP_PROTO datagram sockets for network communication. Access to these sockets is
controlled based on the user’s Unix group membership using the net.ipv4.ping_group_range sysctl. In normal
installations, the linux-sysctl-defaults package will set this value to a broadly permissive value, allowing unprivileged
users to use ping as expected, but some upgrade scenarios may not automatically install this package. See /usr/1ib/
sysctl.d/50-default.conf and the kernel documentation for more information on the semantics of this variable.

5.1.17 Network interface names may change

Users of systems without easy out-of-band managment are advised to proceed with caution as we’re aware of two
circumstances where network interface names assigned by trixie systems may be different from bookworm. This can
cause broken network connectivity when rebooting to complete the upgrade.

Itis difficult to determine if a given system is affected ahead of time without a detailed technical analysis. Configurations
known to be problematic are as follows:

* Systems using the Linux i40e NIC driver, see bug #1107187.

» Systems where firmware exposes the _SUN ACPI table object which was previously ignored by default in boo-
kworm (systemd.net-naming-scheme v252), but is now used by systemd v257 in trixie. See bug #1092176.

You can use the $§ udevadm test-builtin net_setup_link command to see whether the systemd change
alone would yield a different name. This needs to be done just before rebooting to finish the upgrade. For example:

# After apt full-upgrade, but before reboot

$ udevadm test-builtin net_setup_link /sys/class/net/enpls® 2>/dev/null
ID_NET_DRIVER=igh
ID_NET_LINK_FILE=/usr/lib/systemd/network/99-default.link
ID_NET_NAME=ensl #< Notice the final ID_NET_NAME name is not "enpls®"!

Users that need names to stay stable across the upgrade are advised to create systemd.link files to ”’pin” the current
name before the upgrade.

5.1.18 Dovecot configuration changes

The dovecot email server suite in trixie uses a configuration format that is incompatible with previous versions. Details
about the configuration changes are available at docs.dovecot.org.

In order to avoid potentially extended downtime, you are strongly encouraged to port your configuration in a staging
environment before beginning the upgrade of a production mail system.

Please also note that some features were removed upstream in v2.4. In particular, the replicator is gone. If you depend
on that feature, it is advisable not to upgrade to trixie until you have found an alternative.
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5.1.19 Significant changes to libvirt packaging

The libvirt-daemon package, which provides an API and toolkit for managing virtualization platforms, has been over-
hauled in trixie. Each driver and storage backend now comes in a separate binary package, which enables much greater
flexibility.

Care is taken during upgrades from bookworm to retain the existing set of components, but in some cases functionality
might end up being temporarily lost. We recommend that you carefully review the list of installed binary packages after
upgrading to ensure that all the expected ones are present; this is also a great time to consider uninstalling unwanted
components.

In addition, some conffiles might end up marked as “obsolete” after the upgrade. The /usr/share/doc/
libvirt-common/NEWS.Debian.gz file contains additional information on how to verify whether your system is
affected by this issue and how to address it.

5.1.20 Samba: Active Directory Domain Controller packaging changes

The Active Directory Domain Controller (AD-DC) functionality was split out of samba. If you are using this feature,
you need to install the samba-ad-dc package.

5.1.21 Samba: VFS modules

The samba-vfs-modules package was reorganized. Most VFS modules are now included in the samba package. Ho-
wever the modules for ceph and glusterfs have been split off into samba-vfs-ceph and samba-vfs-glusterfs.

5.1.22 OpenLDAP TLS now provided by OpenSSL

The TLS support in the OpenLDAP client libldap2 and server slapd is now provided by OpenSSL instead of GnuTLS.
This affects the available configuration options, as well as the behavior of them.

Details about the changed options can be found in /usr/share/doc/1libldap2/NEWS.Debian.gz.

If no TLS CA certificates are specified, the system default trust store will now be loaded automatically. If you do not
want the default CAs to be used, you must configure the trusted CAs explicitly.

For more information about LDAP client configuration, see the ldap.conf.5 man page. For the LDAP server (slapd),
see /usr/share/doc/slapd/README.Debian. gz and the slapd-config.5 man page.

5.1.23 bacula-director: Database schema update needs large amounts of disk spa-
ce and time

The Bacula database will undergo a substantial schema change while upgrading to trixie.

Upgrading the database can take many hours or even days, depending on the size of the database and the performance
of your database server.

The upgrade temporarily needs around double the currently used disk space on the database server, plus enough space
to hold a backup dump of the Bacula database in /var/cache/dbconfig-common/backups.

Running out of disk space during the upgrade might corrupt your database and will prevent your Bacula installation
from functioning correctly.

5.1.24 dpkg: warning: unable to delete old directory: ...

During the upgrade, dpkg will print warnings like the following, for various packages. This is due to the finalization
of the usrmerge project, and the warnings can be safely ignored.
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Unpacking firmware-misc-nonfree (20230625-1) over (20230515-3)

dpkg: warning: unable to delete old directory '/lib/firmware/wfx': Directory not empty
dpkg: warning: unable to delete old directory '/lib/firmware/ueagle-atm': Directory not.
—empty

5.1.25 Skip-upgrades are not supported

As with any other Debian release, upgrades must be performed from the previous release. Also all point release updates
should be installed. See Borja med en "ren” Debian.

Skipping releases when upgrading is explicitly not supported.

For trixie, the finalization of the usrmerge project requires the upgrade to bookworm be completed before starting the
trixie upgrade.

5.1.26 WirePlumber has a new configuration system

WirePlumber has a new configuration system. For the default configuration you don’t have to do anything; for custom
setups see /usr/share/doc/wireplumber/NEWS.Debian.gz.

5.1.27 strongSwan migration to a new charon daemon

The strongSwan IKE/IPsec suite is migrating from the legacy charon-daemon (using the ipsec(8) command and
configured in /etc/ipsec.conf) to charon-systemd (managed with the swanctl(8) tools and configured in /etc/
swanctl/conf.d). The trixie version of the strongswan metapackage will pull in the new dependencies, but existing
installations are unaffected as long as charon-daemon is kept installed. Users are advised to migrate their installation
to the new configuration following the upstream migration page.

5.1.28 udev properties from sg3-utils missing

Due to bug 1109923 in sg3-utils SCSI devices do not receive all properties in the “udev” database. If your installation
relies on properties injected by the sg3-utils-udev package, either migrate away from them or be prepared to debug
failures after rebooting into trixie.

5.1.29 Timezones split off into tzdata-legacy package

Timezone names not following the current tzdata naming rule of geographical region (continent or ocean) and city
name were split out into the tzdata-legacy package. This includes the US/* timezones. If your installation uses such
a timezone, it will be upgraded to use an equivalent timezone. However, SQL databases like PostgreSQL and other
services might have copied the name into their configuration or data files. If necessary, you can install the tzdata-
legacy package.

See the tzdata-legacy file list for the affected timezones.

5.1.30 Things to do before rebooting

Nir apt full-upgrade ér klar innebér detta att den “formella” uppgraderingen ir klar . For uppgraderingen till trixie
finns inga speciella atgirder som maste genomforas fore nista omstart.

5.2 Delar som inte ar helt bundna till uppgraderingsprocessen

5.2.1 The directories /tmp and /var/tmp are now regularly cleaned

On new installations, systemd-tmpfiles will now regularly delete old files in /tmp and /var/tmp while the system is
running. This change makes Debian consistent with other distributions. Because there is a small risk of data loss, it has
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been made “opt-in”: the upgrade to trixie will create a file /etc/tmpfiles.d/tmp.conf which reinstates the old behavior.
This file can be deleted to adopt the new default, or edited to define custom rules. The rest of this section explains the
new default and how to customize it.

The new default behavior is for files in /tmp to be automatically deleted after 10 days from the time they were last used
(as well as after a reboot). Files in /var/tmp are deleted after 30 days (but not deleted after a reboot).

Before adopting the new default, you should either adapt any local programs that store data in /tmp or /var/tmp for
long periods to use alternative locations, such as ~/tmp/, or tell systemd-tmpfiles to exempt the data file from deletion
by creating a file local-tmp-files.conf in /etc/tmpfiles.d containing lines such as:

X /var/tmp/my-precious-file.pdf
x /tmp/foo

Please see systemd-tmpfiles(8) and tmpfiles.d(5) for more information.

5.2.2 systemd message: System is tainted: unmerged-bin

systemd upstream, since version 256, considers systems having separate /usr/bin and /usr/sbin directories no-
teworthy. At startup systemd emits a message to record this fact: System is tainted: unmerged-bin.

It is recommended to ignore this message. Merging these directories manually is unsupported and will break future
upgrades. Further details can be found in bug #1085370.

5.2.3 Begrénsningar i sdkerhetsstédet

Det finns ett antal paket dir Debian inte kan lova minimala bakétporteringar for sikerhetsproblem. Dessa beskrivs
ndrmare i underavsnitten.

Observera

Paketet debian-security-support héller reda pé sidkerhetsstatus for installerade paket.

Sakerhetslaget fér webblédsare och deras renderingsmotorer

Debian 13 includes several browser engines which are affected by a steady stream of security vulnerabilities. The
high rate of vulnerabilities and partial lack of upstream support in the form of long term branches make it very dif-
ficult to support these browsers and engines with backported security fixes. Additionally, library interdependencies
make it extremely difficult to update to newer upstream releases. Applications using the webkit2gtk source package
(e.g. epiphany) are covered by security support, but applications using qtwebengine (source packages qtwebengine-
opensource-src and qt6-webengine) are not.

For vanlig webbsurf rekommenderar vi Firefox eller Chromium. De kommer att hillas uppdaterade och byggs fran
aktuell ESR-utgdva for Debian stable. Samma strategi giller Thunderbird.

Once a release becomes oldstable, officially supported browsers may not continue to receive updates for the standard
period of coverage. For example, Chromium will only receive 6 months of security support in oldstable rather than
the typical 12 months.

Go- och Rust-baserade paket

Debians infrastruktur har besvir med att bygga om paket som anvénder statisk lankning. I och med den 6kande popula-
riteten for systemmiljoerna Go och Rust betyder detta att dessa paket enbart kan ségas ha begréinsat sdkerhetsstod tills
infrastrukturen har forbéttrats for att paketen ska kunna hanteras smart.

I de flesta fall kan nodvindiga uppdateringar av utvecklingsbibliotek for Go eller Rust enbart levereras via punktutgévor.
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5.2.4 Problems with VMs on 64-bit little-endian PowerPC (ppc64el)

Currently QEMU always tries to configure PowerPC virtual machines to support 64 kiB memory pages. This does not
work for KVM-accelerated virtual machines when using the default kernel package.

o If the guest OS can use a page size of 4 kiB, you should set the machine property
cap-hpt-max-page-size=4096. For example:

[$ kvm -machine pseries,cap-hpt-max-page-size=4096 -m 4G -hda guest.img

)

o If the guest OS requires a page size of 64 kiB, you should install the linux-image-powerpc64le-64k package;
see 64-bit little-endian PowerPC (ppc64el) page size.

5.3 Foraldring och utfasning

5.3.1 Foraldrade paket

Detta &r en lista med kiinda foréldrade paket (14s mer i Fordldrade paket for en beskrivning).
Listan med fordldrade paket inkluderar:

* The libnss-gw-name package has been removed from trixie. The upstream developer suggests using libnss-
myhostname instead.

* The pcregrep package has been removed from trixie. It can be replaced with grep -P (--perl-regexp) or
pcre2grep (from pcre2-utils).

* The request-tracker4 package has been removed from trixie. Its replacement is request-trackers, which inclu-
des instructions on how to migrate your data: you can keep the now obsolete request-tracker4 package from
bookworm installed while migrating.

* The git-daemon-run and git-daemon-sysvinit packages have been removed from trixie due to security reasons.

* The nvidia-graphics-drivers-tesla-470 packages are no longer supported upstream and have been removed from
trixie.

e The deborphan package has been removed from trixie. To remove unnecessary packages, apt autoremove
should be used, after apt-mark minimize-manual. debfoster can also be a useful tool.

* The tldr package has been removed from trixie. It can be replaced with tealdeer or tldr-py packages.

* The tpp (Text Presentation Program) package has been removed from trixie. It can be replaced with lookatme
or patat packages.

5.3.2 Utfasning av komponenter for trixie

Med nista utgdva av Debian 14 (kodnamn forky) kommer négra funktioner fasas ut. Anvindare behdver byta till alter-
nativ for att férhindra besvir vid uppgradering till 14.

Inklusive f6ljande:

¢ The sudo-ldap package will be removed in forky. The Debian sudo team has decided to discontinue it due to
maintenance difficulties and limited use. New and existing systems should use libsss-sudo instead.

Upgrading Debian trixie to forky without completing this migration may result in the loss of intended privilege
escalation.

For further details, please refer to bug 1033728 and to the NEWS file in the sudo package.

* The sudo_logsrvd feature, used for sudo input/output logging, may be removed in Debian forky unless a main-
tainer steps forward. This component is of limited use within the Debian context, and maintaining it adds unne-
cessary complexity to the basic sudo package.
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For ongoing discussions, see bug 1101451 and the NEWS file in the sudo package.

* The libnss-docker package is no longer developed upstream and requires version 1.21 of the Docker API. That
deprecated API version is still supported by Docker Engine v26 (shipped by Debian trixie) but will be removed
in Docker Engine v27+ (shipped by Debian forky). Unless upstream development resumes, the package will be
removed in Debian forky.

* The openssh-client and openssh-server packages currently support GSS-API authentication and key exchange,
which is usually used to authenticate to Kerberos services. This has caused some problems, especially on the
server side where it adds new pre-authentication attack surface, and Debian’s main OpenSSH packages will
therefore stop supporting it starting with forky.

If you are using GSS-API authentication or key exchange (look for options starting with GSSAPT in your OpenSSH
configuration files) then you should install the openssh-client-gssapi (on clients) or openssh-server-gssapi (on
servers) package now. On trixie, these are empty packages depending on openssh-client and openssh-server
respectively; on forky, they will be built separately.

* sbuild-debian-developer-setup has been deprecated in favor of sbuild+unshare

sbuild, the tool to build Debian packages in a minimal environment, has had a major upgrade and should work
out of the box now. As a result the package sbuild-debian-developer-setup is no longer needed and has been
deprecated. You can try the new version with:

[$ sbuild --chroot-mode=unshare --dist=unstable hello

* The feitx packages have been deprecated in favor of feitx5

The feitx input method framework, also known as fcitx4 or feitx 4.x, is no longer maintained upstream. As
a result, all related input method packages are now deprecated. The package feitx and packages with names
beginning with fecitx- will be removed in Debian forky.

Existing fcitx users are encouraged to switch to fcitxS following the fcitx upstream migration guide and Debian
Wiki page.

* The Ixd virtual machine management package is no longer being updated and users should move to incus.
After Canonical Ltd changed the license used by LXD and introduced a new copyright assignment requirement,
the Incus project was started as a community-maintained fork (see bug 1058592). Debian recommends that you

switch from LXD to Incus. The incus-extra package includes tools to migrate containers and virtual machines
from LXD.

¢ The isc-dhcp suite is deprecated upstream.

If you are using NetworkManager or systemd-networkd, you can safely remove the isc-dhcp-client package
as they both ship their own implementation. If you are using the ifupdown package, dhcped-base provides a
replacement. The ISC recommends the Kea package as a replacement for DHCP servers.

¢ KDE Frameworks 5 development has stopped.

The upstream KDE projects have shifted their development efforts to the Qt 6-based KDE Frameworks 6 libraries,
and the Qt 5-based KDE Frameworks 5 are not being maintained anymore.

The Debian Qt / KDE team plans to remove KDE Frameworks 5 from Debian during the forky development
cycle.

5.4 Kénda allvarliga fel

Aven om Debian gors tillgiinglig nir det ir klart si betyder inte detta att det inte finns kiinda fel. En del av sjilva proces-
sen fOr att gora en ny utgéva tillgéinglig innefattar att aktivt dvervaka alla felrapporter som &r satta pa allvarlighetsgrad
serious eller hogre. P4 detta sitt skapas en oversikt dver de felrapporter som markerats som ignorerade i de avslutande
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delarna av processen for att gora trixie tillgéinglig. Dessa felrapporrter finns i Debians felrapporteringssystem. Foljande
felrapporter paverkade trixie och &r virda att ndmna i detta dokument.

Felrapport Paket (kéllkod eller bi- Beskrivning
nar)
1032240 akonadi-backend-mysql  akonadi server not robust against mysql upgrades
1078608 apt apt update silently leaves old index data
1108467 artha Segmentation fault
1109499 bacula-director-sqlite3 bacula-common: preinst intentionally aborts unattended upgrade of
bacula-director
1108010 src:e2fsprogs mc: error while loading shared libraries: libcom_err.so.2: cannot open
shared object file
1102690 flash-kernel A higher version (...) is still installed, no reflashing required
1109509 gcc-offload-amdgen fails to dist-upgrade from bookworm to trixie
1110119 git-merge-changelog git-merge-changelog loses or corrupts Changel.og entries
1036041 src:grub2 upgrade-reports: Dell XPS 9550 fails to boot after bullseye to boo-
kworm upgrade - grub/bios interaction bug?
1102160 grub-efi-amd64 upgrade-reports: Bookworm to Trixie [amd64][EFI] initramfs unpac-
king failed invalid magic at start of compressed archive
913916 grub-efi-amd64 UEFI boot option removed after update to grub2 2.02~beta3-5+deb9ul
984760 grub-efi-amd64 upgrade works, boot fails (error: symbol grub_is_lockdown not found)
1099655 kmod initramfs-tools 146 generates incorrect initramfs : does not boot, does
not find root fs
935182 libreoffice-core Concurrent file open on the same host results file deletion
1017906 src:librsvg Contains generated files whose source is not necessarily the same ver-
sion that’s in main
1109203 src:linux linux-image-6.12.35+deb13-amd64: hangs during boot, before
dmcrypt passphrase prompt
1109676 src:linux Breaks PCI (vfio) passthrough for VM guests
1109512 liblldb-dev fails to dist-upgrade from bookworm to trixie
1104231 libmlir-17t64 libmlir-17t64 is couninstallable
1084955 src:llvim-toolchain-18 Ilvm-toolchain-*: assembly code seems to depend on build cpu capabi-
lities
1104177 libc++-18- libc++-18-dev fails to coinstall
dev,libunwind-18-
dev,libc++abil-
18,libc++abi-18-
dev,libunwind-18
1104336 libmlir-18 libmlir-18 is Multi-Arch: same but fails to coinstall
1084954 src:llvin-toolchain-19 Ilvm-toolchain-*: assembly code seems to depend on build cpu capabi-
lities
1095866 llvm-19 Ilvm-toolchain-19: unsoundness/miscompilations on i386
1100981 libmlir-19 libmlir-19 fails to coinstall
1109519 mbox-importer fails to dist-upgrade from bookworm to trixie (removed during dist-
upgrade)
1110263 openshot-qt does not start at all — AttributeError: type object ’GreenSocket’ has no
attribute sendmsg’
1108039 python3.13 An object referenced only through it’s own __dict__ can get collected
too early
1089432 src:shim Supporting rootless builds by default
1101956 snapd corel8-based snap apps don’t work with fonts-cantarell containing va-

riable font

continues on next page
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Table 1 — fortsattning fran féregaende sida
Felrapport Paket (kéllkod eller bi- Beskrivning

nar)
1101839 python3-tqdm segmentation fault in destructor method
1017891 src:vala Ships autogenerated files that can’t be renegerated with the code in De-
bian main
1109833 voctomix-gui cannot import SafeConfigParser
988477 src:xen xen-hypervisor-4.14-amd64: xen dmesg shows (XEN) AMD-Vi:

I0_PAGE_FAULT on sata pci device
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KAPITEL O

Mer information om Debian

6.1 Ytterligare lasning

Forutom dessa kommentarer till utgdvan och installationsguiden (at https://www.debian.org/releases/trixie/
installmanual) finns ytterligare dokumentation om Debian tillginglig genom Debian Documentation Project (DDP),
som har som mal att skapa hogkvalitativ dokumentation for Debiananvindare och -utvecklare. Dokumentation, som
till exempel Debian Reference, Debian New Maintainers Guide, Debian FAQ och flera andra. For fullstandiga detaljer
om tillgdngliga resurser se webbplatsen for Debian Documentation Project och Debians Wiki.

Dokumentation for individuella paket installeras i /usr/share/doc/paket. Den kan inkludera information om upp-
hovsritt, Debianspecifika detaljer och dokumentation frén utgivaren.

6.2 Fa hjilp

Det finns manga kéllor for hjilp, rdd och stod for Debiananvindare, men dessa bor endast anvindas om dokumentationen
inte har hjilpt till att 16sa problemet. Det hér kapitlet tillhandahdller en kort introduktion till dessa, vilket kan vara till
hjalp for nya Debiananvindare.

6.2.1 Sandlistor

De séndlistor som &r mest intressanta for Debian-anvindarna ér listan debian-user (engelsk) och andra debian-user-
sprak-listor (for andra sprak; swedish for svenska). For information om dessa listor och detaljer om hur man prenu-
mererar, se https://lists.debian.org/. Leta i arkiven efter svar pa dina frdgor innan du postar en ny fraga, sa bryter du
inte mot listetiketten.

6.2.2 Internet Relay Chat

Debian har en IRC-kanal vars dndamal &r att ge stod och hjilp till Debiananvindare. Kanalen finns pa IRC-nétverket
OFTC. For att komma &t kanalen, peka din favorit-IRC-klient till irc.debian.org och g in i kanalen #debian.

Fo6lj kanalens riktlinjer och respektera andra anvindare. Riktlinjerna finns tillgiingliga pd Debians wiki.

For more information on OFTC please visit the website.
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6.3 Rapportera fel

Vi strdvar mot att gora Debian till ett hogkvalitativt operativsystem. Det betyder dock inte att paketen som vi tillhan-
dahaller &r helt felfria. I enlighet med Debians filosofi om “6ppen utveckling” och som en tjinst till vara anvindare,
tillhandahéller vi all information om rapporterade fel i vart eget felhanteringssystem (BTS). BTS ar bldddringsbar pa
https://bugs.debian.org/.

Om du hittar ett fel i distributionen eller i paketerad programvara som &r en del av den, vinligen rapportera felet s att
det kan rittas till i framtida utgavor. Felrapportering kréver att du har en giltig e-postadress. Vi frigar efter den sé att
vi kan spéra fel och for att utvecklarna ska kunna komma i kontakt med de som rapporterat felet ifall de skulle behova
ytterligare information.

Du kan skicka in en felrapport med programmet reportbug eller manuellt via e-post. Du kan ldsa mer om felhante-
ringssystemet och hur det anvinds genom att ldsa referensdokumentationen (tillgéinglig i /usr/share/doc/debian
om du har paketet doc-debian installerat) eller i felhanteringssystemet.

6.4 Att bidra till Debian

Du behover inte vara en expert for att bidra till Debian. Genom att hjdlpa anvdndare med problem pa de olika sidndlis-
torna for anvindarstdd bidrar du till gemenskapen. Identifiering (och 16sning) av problem relaterade till utveckling av
distributionen genom att delta i sindlistorna for utveckling ar ocksé mycket uppskattat. For att underhélla Debians hog-
kvalitativa distribution kan du skicka in felrapporter och hjdlpa utvecklarna att spara upp och ritta till felen. Verktyget
how-can-i-help pekar ut felrapporter som du kan arbeta pd. Om du &r bra pd att sitta ihop ord kanske du vill bidra
mer aktivt genom att hjdlpa till att skriva dokumentation eller 6versitta befintlig dokumentation till ditt eget sprak.

Om du kan avsitta mer tid, skulle du kunna ansvara for en del av den fria programvaran i Debian. Speciellt behjalpligt
ar det om personer adopterar eller ansvarar for saker som folk har frdgat efter om att inkluderas i Debian. Databasen
Work Needing and Prospective Packages database har detaljer om detta. Om du har intresse av mer specifika grupper
kan du finna glddje i att bidra till ndgra av Debians underprojekt vilka inkluderar porteringar till specifika arkitekturer,
Debian Pure Blends for specifika anvindargrupper bland manga andra.

I vilket fall som helst, om du arbetar i den fria programvarugemenskapen pa nagot sitt, som en anviandare, program-
merare, forfattare eller dversittare hjidlper du redan den fria programvaran. Att bidra dr belénande och roligt, sévil som
att det later dig triffa nya ménniskor som att det ger dig den dir varma kénslan inom dig.
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KAPITEL /

Hantera ditt bookworm-system fOre uppgraderingen

Denna bilaga innehéller information om hur du kontrollerar att du kan installera eller uppgradera paket fran bookworm
innan du uppgraderar till trixie.

7.1 Uppgradering av ditt bookworm-system

Basically this is no different from any other upgrade of bookworm you’ve been doing. The only difference is that you
first need to make sure your package list still contains references to bookworm as explained in Checking your APT
source-list files.

Om du uppgraderar ditt system med en Debianspegel kommer den automatiskt att uppgraderas till den senaste punktut-
gévan av bookworm.

7.2 Checking your APT configuration

If any of the lines in your APT sources files (see sources.list(5)) contain references to “’stable”, this is effectively pointing
to trixie already. This might not be what you want if you are not yet ready for the upgrade. If you have already run apt
update, you can still get back without problems by following the procedure below.

Om du édven har installerat paket frin trixie, dr det antagligen inte sa stor mening att installera paket frdn bookworm
langre. I det fallet méste du bestimma dig for om du vill fortsitta eller inte. Det dr mojligt att nedgradera paket, men
det beskrivs inte hir.

As root, open the relevant APT sources file(s) (such as /etc/apt/sources.list or any file under /etc/apt/
sources.list.d/) with your favorite editor, and check all lines beginning with

* deb http:

e deb https:

e deb tor+http:
e deb tor+https:
e URIs: http:
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* URIs: https:
* URIs: tor+http:
e URIs: tor+https:
for a reference to “stable”. If you find any, change ”stable” to "bookworm”.

Om du har vissa rader som borjar med deb file: eller URIs: file: maéste du sjilv kontrollera om platsen som de
refererar till innehdller ett arkiv for bookworm eller trixie.
Viktigt

Andra inte nagra rader som borjar med deb cdrom: eller URIs: cdrom:. Om du gor det s ogiltigforklaras raden
och du méste kora apt-cdrom igen. Bli inte ridd om en cdrom-killrad refererar till “unstable”. Aven om det ir
forvirrande sa &r det normalt.

Om du har gjort ndgra dndringar, spara filen och kor

[# apt update J

for att uppdatera paketlistan.

7.3 Performing the upgrade to latest bookworm release

To upgrade all packages to the state of the latest point release for bookworm, do

[# apt full-upgrade }

7.4 Ta bort oanvanda installningsfiler

Innan uppgradering av systemet till trixie rekomenderas att radera gamla instillningsfiler (som *.dpkg-{new,old}-
filer i /etc) frén systemet.
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KAPITEL 8

Bidrag till Kommentarer till utgavan

Manga har hjilpt till med Kommentarer till utgavan, bland andra

Apam D. Barrart (olika justeringar 2013),

Apawm D1 Carro (tidigare utgévor),

ANDREAS BARTH aBa (tidigare utgévor: 2005 - 2007),
ANDREI PopEscu (blandade bidrag),

ANNE BEZEMER (tidigare utgava),

Bos HiLLIARD (tidigare utgéva),

CHARLES PLEssY (beskrivning av problem med GM965),
CHRISTIAN PERRIER BUBULLE (Lenny-installationen),
CaristorH BERG (Problem specifikt bundna till PostgreSQL),
DanNIieL BAuMAaNN (Debian Live),

Davip Prévot TaFrFIT (Wheezy-utgivan),

Eppy PeTRISOR (blandade bidrag),

EMmANUEL KaspPer (bakporteringar),

Esko AraJARVI (omarbetning av X11-uppgraderingen),
Frans Pop Fip (tidigare utgéva Etch),

Grovannt RapagNant (ordkneliga bidrag),

GorpoN FarQuHARsON (Problem med ARM-porteringen),

Hipek1 YAMANE HENRICH (bidrog och har bidragit sedan 2006),
HorLGEr WANSING HOLGERW (bidrog och har bidragit sedan 2009),

JAvIER FERNANDEZ-SANGUINO PENA JFs (utgdvorna Etch och Squeeze),

Jens SeipEL (Tysk Oversittning, otaliga bidrag),
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Jonas MEURER (syslog-problem),

JonaTHAN NIEDER (utgévorna Squeeze och Wheezy),

Joost van BaaL-IL1¢ 100sTVB (utgdvorna Wheezy och Jessie),
Jostp Ropin (tidigare utgavor),

JuLIEN CRISTAU JCRISTAU (utgévorna Squeeze och Wheezy),
JustiN B RYE (Korrigeringar i den engelska originaltexten),
LaMonT JonEs (beskrivning av NFS-problemen),

Luk CLAEs (ansvarig for att uppmuntra andra redaktorer),
MARTIN MicHLMAYR (Problem med ARM-porteringen),
MicHAEL BieBL (syslog-problem),

Moritz MUHLENHOFF (blandade bidrag),

NieLs THYKIER NTHYKIER (Jessie-utgévan),

Noan MEYERHANS (ordkneliga bidrag),

Noritabpa KoBayasHi (Koordinering av den japanska Gversittningen, ordkneliga bidrag),
Osamu Aoki (blandade bidrag),
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PeETER GREEN (0om kidrnversionen),

RoB Braprorp (Etch-utgivan),
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SimoN BIENLEIN (beskrivning av installerarens Braillestod),
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SteFAaN FritscH (beskrivning av Apache-problem),
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VICTORY VICTORY-GUEST (justerad uppmaérkning, bidrog och har bidragit sedan 2006),
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Detta dokment har Gversatts till manga sprék. Ett stort tack till alla versittare!
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